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Introduction 

Information Governance is important because it is the way in which the NHS handles all of its 
information, in particular, the personal and sensitive information relating to patients and employees. 
Information Governance (IG) is the practice used by all organisations to ensure that information is 
efficiently managed and that appropriate policies, system processes and effective management 
accountability, provides a robust governance framework for safeguarding information. 
 

HORUS Principles 

Information Governance enables organisations to embed policies and processes to ensure that 
personal and sensitive information is: 

 Held securely and confidentially 

 Obtained fairly and efficiently 

 Recorded accurately and reliably 

 Used effectively and ethically 

 Shared appropriately and lawfully 

 
NHS organisations hold large amounts of personal and sensitive information, and all staff should be 
able to provide assurance that the Information Governance standards are incorporated within their 
working practices. 
 
Personal and sensitive information can be contained within a variety of documents. For example: 

 Health Records 

 Staff Information 

 Corporate Information 

 Commissioning Information 
 
It is important for staff to be aware of what constitutes personal and sensitive information. Further 
details on types of information are available within the Data Protection Security Toolkit (DSPT). This 
is an online self-assessment tool that allows organisations to measure their performance against 
the National Data Guardian’s 10 data security standards. 
 
Information is a vital asset, both in terms of the clinical management of individual patients and the 
efficient organisation of services and resources. Salisbury Foundation Trust (SFT) safeguards 
patient confidentiality and maintains data security whilst empowering staff within SFT to perform 
their role using key information governance principles. 
 

The Data Protection legislation and principles 

All organisations in the UK must comply with the Data Protection legislation as described in the 
Data Protection Act 2018 part 1, 3 (9).  The Data Protection Legislation is enforced in the UK by the 
Information Commissioner’s Office (ICO) which has the power to impose penalty notices on 
organisations based on two tiers: the ‘higher maximum amount’ up to €20m or 4% of total annual 
turnover, whichever is the greatest; or the ‘standard maximum amount’ up to €10m or 2% of total 
annual turnover, whichever is the greatest. 
 
Under the legislation it is not just data breaches which can attract a fine, non-compliance with the 
Regulations can also be subject to fines which is why under the additional new principle of 
‘Accountability’ organisations must be able to provide evidence of compliance. 
 
Members of staff should also be aware of the legislation surrounding Information Governance that 
stipulates how organisations should safeguard information; what processes are in place to use; 
secure and transfer information; and also how patients and members of public have access to 
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personal/business information.  There are strict checks and guidelines, which allows patients and 
staff to be confident that their data is only being used for the purposes of healthcare or employment. 
 
The organisation must comply with the following: 

 General Data Protection Regulation (GDPR) 2018 

 Data Protection Act 2018 

 Caldicott Principles 

 Freedom of Information Act 2000 

 Privacy and Electronic Communications 

 Environmental Information Regulations 

 INSPIRE Regulations 

 Health and Social Care Act 2012 

 Common Law Duty of Confidentiality 
 
The following are the six General Data Protection Regulation principles (Article 5) that must be 
followed when handling personal and special categories of personal data.  These principles should 
be considered when handling both corporate and clinical records. 
 
In addition, the Data Protection Legislation requires the ‘controller’, (the meaning is defined in 
chapter 2 (6) of the Data Protection Act 2018), to demonstrate compliance with these principles. 
 

GDPR Principles 
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Guide to confidentiality 

Everyone working in, or for, the NHS has the responsibility to use personal data in a secure and 
confidential way.  Staff who have access to information about individuals (whether patients, staff or 
others), need to use it effectively, whilst maintaining appropriate levels of confidentiality.  This guide 
sets out the key principles and main ‘do’s and don’ts’ that everyone should follow to achieve this for 
both electronic and paper records. 
 
The common law of duty of confidentiality requires that information that has been provided in 
confidence may be disclosed only for the purposes that the subject has been informed about and 
has consented to, unless there is a statutory or court order requirement to do otherwise. 
 
Personal Confidential Data is information about any living individual who can be identified from that 
data, such as, patient’s health care professionals, other staff, and suppliers, contractors etc.  Such 
person-identifiable information may be manually-held or automated and includes for example, the 
contents of filing cabinets, all patient information, including medical records, photographs, x-rays, 
and other images, computer disks, tapes, CD ROMs etc.   
 
Personnel records include those held by line managers, as well as those held centrally by 
personnel departments.  The use of all such personal data is controlled by the eight data protection 
principles.   
 
The Access to Health Records Act 1990 was largely superseded by the Data Protection Act 2018, 
but still applies to the records of deceased persons. 
 
Under current legislation commissioners can only process or have access to personal confidential 
data if one of the following criteria is satisfied: 

 Consent has been obtained from the individual 

 There is a legal basis for the use of the data e.g. Section 251 for Risk Stratification, 
Controlled Environment for Finance (CEfF) and Accredited Safe Haven (ASH) 

 The data has been anonymised 

 The data is held in respect of safety, safeguarding or in the public interest; any such 
decision taken to share personal confidential data as a result of the above should be 
documented and agreed by the SIRO and Caldicott Guardian. 

 
What is confidential information? 
Confidential information includes anything that can identify patients or staff.  Information is split into 
two categories: 

 Personal Information and; 

 Special Category Information 
 
Personal information is any information relating to an identified or identifiable person: e.g. name, 
date of birth, address, NHS number. 
 
Special Category information consists of information relating to: racial or ethnic origin, political 
beliefs, physical or mental health, sexual life, trade union membership, etc. 

 
Maintaining confidentiality  
Individuals must be made aware that the information they give may be recorded; may be shared in 
order to provide them with a service; and may be used to support audit activities and other work to 
monitor the quality of service that is being provided.  Staff should consider whether individuals 
would be surprised to learn that their information was being used in a particular way – if so, they are 
not being effectively told what they need to know.  
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How is confidentiality maintained?  
The confidentiality of information relating to individuals is protected through a number of measures:  

 Every use of personal identifiable information must be lawful and additional safeguards must 
be put in place when collecting, storing, sharing, and destroying sensitive and/or personal 
data. 

 Procedures to ensure that all staff, contractors etc. are at all times fully aware of their 
responsibilities regarding confidentiality. 

 Recording information accurately and confidentially. 

 Keeping information private. 

 Keeping information physically secure. 

 Disclosing and using information with appropriate care. 

 Do not discuss confidential matters outside of work, or even with anyone at work who does 
not need to know it; be aware that other people may overhear. 

 Do not leave working papers lying around the office, or put confidential items exposed in in-
trays; remove documents from photocopiers and fax machines as soon as possible after 
use. 

 Hold keys and other access means, such as combination of locks, securely away from the 
point of storage when not in use.  Ensure that there is an appropriately secure system in 
place to allow access in event of emergency or an individual’s absence. 

 Keep offices locked when unoccupied, and maintain overall building security. 

 Lock away portable devices when not in use. 

 Do not write down computer passwords or share them with anyone. 

 Ensure that PC monitor screens cannot be seen by other people, being careful in public 
reception areas.  Security screens should be used where needed. 

 Do not leave PCs unattended whilst logged-in to the network or any system.  Lock computer 
screens every time when moving away from a desk. 

 

Off-site working 

 Do not take records or other confidential information out of the office and especially off-site 
unless authorised 

 Always make sure that a list of the records that you take off site is retained at your base 

 Protect the security and confidentiality of the information at all times. If records are taken off-
site by agreement, they should be transported out of site in the boot of the car and removed 
to a place of safety on arrival at your destination 

 

Disclosure of confidential information 

 

Information Security Principles (CIA) 

 Confidentiality– protect information / data from breaches, unauthorised disclosures, loss of 

or unauthorised viewing. 

 Integrity – retain the integrity of the information/data by not allowing it to be modified. 

 Availability – maintain the availability of the information/data by protecting it from disruption 

and denial of service attacks. 

 Do not pass any information to relatives or friends, do not 

attempt to find out details about them 

 Do not pass on any information for personal or commercial 

gain 

 Do not attempt to access personal records unless through the 

appropriate procedure (Subject Access Request) 
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Caldicott Principles 

The Caldicott Committee (chaired by Dame Fiona Caldicott) made a number of recommendations in 
1997, and a review in 2013, aimed at improving the way the NHS handles and protects patient 
information.  All NHS staff must comply with the Caldicott principles set out below. 
 
Table 1: The Caldicott Principles 

 

 

•Everyone must justify the purpose(s) for which patient-identifiable information is used  

•Every proposed use or transfer of patient-identifiable information within or from an 
organisation should be clearly defined and scrutinised, with continuing uses regularly 
reviewed, by an appropriate guardian  

Principle 1 

•Only use patient-identifiable information when it is absolutely necessary  

•Patient-identifiable information items should not be included unless it is 
essential for the specified purpose(s) of that flow. The need for patients to be 
identified should be considered at each stage of satisfying the purpose(s).  

Principle 2 

•Only use the minimum necessary for the purpose  

•Where use of the patient-identifiable is considered to be essential, the inclusion 
of each individual item of information should be considered and justified so that 
the minimum amount of identifiable information is transferred or accessible as is 
necessary for a given function to be carried out. 

Principle 3 

•Access to patient-identifiable information should be on a strict “need to know” 
basis  

•Only those individuals who need access to patient-identifiable information should 
have access to it, and they should only have access to the information items that they 
need to see. This may mean introducing access controls or splitting information flows 
where one information flow is used for several purposes. 

Principle 4 

•Everyone with access to patient-identifiable information should be aware 
of their responsibilities  

•Every use of patient-identifiable information must be lawful. Someone in 
each organisation handling patient information should be responsible for 
ensuring that the organisation complies with the legal requirements  

Principle 5 

•Everyone with access to patient identifiable information should understand 
and comply with Data Protection and Security legislation  

•Every use of patient-identifiable information must be lawful. Someone in 
each organisation handling patient information should be responsible for 
ensuring that the organisation complies with the legal requirements.  

Principle 6 

•The duty to share information can be as important as the duty to protect 
patient confidentiality  

•Health professionals should have the confidence to share information in the 
best interests of their patients within the framework set out by these 
principles.  

Principle 7 
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What is a Caldicott Guardian? 
 

A Caldicott Guardian is a senior person responsible for protecting the 
confidentiality of patient and service-user information, and enabling 
appropriate information sharing. 
 
Each NHS organisation is required to have a Caldicott Guardian.  The 
Caldicott Guardian plays a key role in ensuring that the NHS, councils with 
social services responsibilities, and partner organisations satisfy the 
highest practical standards for handling patient identifiable information. 
 
Acting as the ‘conscience’ of an organisation, the Caldicott Guardian 
actively supports work to enable information sharing where it is appropriate 
to share, and advises on options for lawful and ethical processing of 
information. 
 
The Caldicott Guardian also has a strategic role, which involves 
representing and championing Information Governance requirements and 
issues at Board or management team level and, where appropriate, at a 
range of levels within the organisation’s overall Information Governance 
Framework. 

 

Staff responsibilities 

As an employee of the Trust all staff are subject to an obligation of confidentiality to all personal, 
sensitive and commercial information processed by the Trust and as such you must adhere to the 
Data Protection Act, Caldicott Guidelines and NHS Information Security Procedures, which form 
part of all employee Terms and Conditions of Employment.  Further, all staff must read and follow 
all policies and procedures relating to their job. 
 
All staff must sign a copy of the Trust's Data Protection, Confidentiality and Information Security 
Declaration, when starting employment within the Trust, without exception – Appendix A. 
Employees of external organisations who are provided with access to any personal, sensitive or 
commercial information processed by the Trust must sign a Data Protection, Confidentiality & 
Information Security Declaration for External organisations - Appendix B - and suitable contractual 
arrangement to protect and indemnify the Trust against improper use must be in place. 
 
Professional bodies (e.g. National Midwifery Council (NWC), General Medical Council (GMC)) 
provide additional supplementary advice and guidance for their own disciplines.  These guidelines 
should not conflict with this policy or legislative requirements. 
 
While at work staff may have access to information about patients/colleagues and/or the Trust.  
Staff may come in to contact with this type of information during the course of work or simply see, 
hear or read something while working.  Circumstances may occur where it is believed that a duty of 
care, either to the patient or to the staff member overrides the duty of confidentiality.  In these 
circumstances the matter must be discussed with a supervisor/line manager in the first instance, or 
escalate it to the next senior manager and/or, where practicable, obtain advice from the Trust 
Caldicott Guardian or Information Governance Manager.  The discussion and outcome must be 
thoroughly documented and retained for future reference. 
 
A copy of these documents must be provided to the Information Governance Manager for audit 
purposes.  This information must be kept confidential. 
 
Any unauthorised disclosure of information by a member of staff may be considered as a 
disciplinary offence and could be subject to the Trusts Disciplinary Procedures. 

  

Christine Blanshard, 

Medical Director 
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Key governance principles for staff to follow 
These Data Protection Legislation and Caldicott Principles translate into key rules for all staff to 
follow:  

 Patients and staff should be fully informed about how their information may be used. 

 There are strict conditions under which personal and special categories of personal data 
may be disclosed. 

 In particular, certain disclosures are not allowed without the express consent of the 
individual. 

 Individuals have legislated rights including the right to information, the right of access, the 
right to rectification and erasure, the right to restrict processing, the right to data portability 
and the right to object to various types of processing of their data Identifiable information 
should be anonymised or pseudonymised wherever and whenever possible.  

With regards to health care, not all of these rights will be entirely applicable 
to patient information (e.g. portability and erasure) 

 Individuals have the right to see what information is held about them, and to have any errors 
corrected. They also have the right to request copies. 

 The disclosure or sharing of personal data is permissible, where there is a legal basis to do 
so, or the individual has given explicit consent. 

 Sharing of personal data between organisations must take place with appropriate authority, 
safeguards and agreements in place. 

 Personal data should be kept secure and confidential at all times. 

 An organisation must be able to provide evidence to show compliance with the Data 
Protection Legislation requirements and principles. 

 Personal information should be anonymised wherever and whenever possible. 

 The legitimate use, disclosure or sharing of personal data does not constitute a breach of 
confidentiality. 

 Sometimes a judgement has to be made about the balance between the duty of confidence 
and disclosure in the public interest. Any such disclosure must be justified.  

 

Acceptable use of email and SMS text messaging 

The Data Protection Act 2018 (DPA) imposes constraints and legal responsibilities on the Trust 
regarding the processing of personal information in relation to living individuals.  This includes the 
use of email and SMS text messaging.  Compliance will ensure the Trust and staff comply with this 
legislation.  
 
Furthermore, email and SMS text messaging systems used by the Trust are business 
communication tools, and users are obliged to use these tools in a responsible, effective and lawful 
manner.  Although both email and SMS text messages may be regarded as less formal than other 
forms of communication, the same laws and standards must be applied as to any other form of 
business communication.  Therefore, it is vital that all staff are aware of their responsibilities and the 
legal risks of using these communication methods. 
 
If emails or SMS text messages are sent or forwarded with any derogatory, libellous, defamatory, 
offensive, harassing, racist, obscene or pornographic remarks or depictions, both the individual 
authorised user and the Trust can be held liable.  
 
If confidential information, personally identifiable information, or sensitive information regarding any 
individual is sent or forwarded, via email which is unsecure, this will result in a breach of the 
Principle 6 of the DPA.   
 
Principle 6 states the ‘Processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures.' 
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Similarly, should confidential or sensitive commercial information be unlawfully shared via email 
and/or SMS text message, the Trust and/or the authorised could be held liable. 
 
Compliance will also ensure that information is not retained longer than necessary; this will assist 
the Trust in complying with Principle 5 of the Data Protection Act 2018.   
 
Principle 5 states that ‘information is kept in a form which permits identification of data subjects for 
no longer than is necessary for the purposes for which the personal data are processed.' 

 
For acceptable use of NHSmail please see their Acceptable Use Policy (AUP). 

 

SMS text governance considerations 

Whilst there are undoubted values of SMS text messages as a business tool, there are also legal 
obligations and potential dangers and pitfalls to be managed. Inappropriate or careless use of SMS 
text messages by staff may expose the Trust and patients to information risks capable of impacting 
business and care processes and are likely in breach of data protection legislation.  Messaging 
errors or modifications can occur and messages may not reach their intended recipients. 
 
SMS messages stored on Trust and/or NHS owned systems are subject to the same data 
protection and Freedom of Information obligations as other information assets.  SFT Information 
Asset Owners (IAO’s) must therefore ensure these aspects are fully considered and risk assessed 
when designing and implementing SFT SMS text messaging services. 
 
The following examples of potential risks are for illustration only and are not exhaustive of all 
possibilities: 

 Implementing SMS text messaging services without proper planning may adversely impact 
upon other information services of the organisation e.g. reduced bandwidth and 
performance 

 Insufficient testing may result in systems interoperability problems and exploitation 
constraints 

 Not planning for training and education can lead to poor use, support and maintenance of 
SMS text messaging facilities that may adversely impact on patient care and the reputation 
of the organisation 

 Insufficient planning for potential SMS service disruptions may lead to missed patient 
appointments, data losses and ineffective recovery processes 

 

The Trusts responsibilities 
It is the responsibility of the Trust to ensure that all authorised users are provided with formal 
training, which includes the appropriate use of email and SMS text messaging prior to using the 
system managing these communications. 
 
Salisbury NHS Foundation Trust will take reasonable steps to ensure that users of email and SMS 
text messaging services are aware of policies, procedures, protocols, and legal obligations relating 
to their use. Following initial training, this will be cascaded to staff through additional training, 
departmental briefings and Trust wide communications. 
 

Purpose of an NHS Mail account  
The Trust provides authorised users with an NHS Mail account to assist and support 
communications relating to the business of the Trust, or other NHS organisations.  NHS Mail 
facilities must only be used for Trust business, and limited incidental personal use.  Please refer to 
Appendix A. 
 
 
  

https://s3-eu-west-1.amazonaws.com/comms-mat/Comms-Archive/AUP0217.pdf
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Personal use 
Limited private use for the purpose of simplifying everyday tasks may be accepted but private 
emails should be distributed via web-based email services. 

 Private emails should be stored in a separate folder named ‘Private e-mail box’. If retrieval of 
business emails is required (due to sick leave etc.) this folder will not be subject to 
inspection).  

 Private emails should be deleted as soon as possible in order to limit storage requirements 
for non-business information.  

 
NHS Mail must not be used to send games, jokes, video clips, chain mails or any other files that 
aren't directly related to the Trust's business purposes.  It should be noted that the NHS Mail 
system automatically generates audit logs which can record copies of the email sent, record the 
sender, the recipient and size of all email messages sent and received.  These logs are screened 
and any activity trends which contravene this policy are brought to the attention of the appropriate 
line manager for possible further action.  
 

Prohibited activities 

 It is strictly prohibited to send or forward emails or SMS text messages containing 
derogatory, libellous, defamatory, offensive, harassing, racist, obscene or pornographic 
remarks or depictions. 

 Staff must not send confidential, commercially sensitive, personal or sensitive information 
via a non-secure email 

 Users must not use external, web-based e-mail services (e.g. hotmail.com) for business 
communications and purposes.  

 Users must not broadcast personal messages, advertisements or other non-business 
related information via NHS e-mail systems.   

 Users must not distribute content that might be considered discriminatory, offensive, 
derogatory, abusive, indecent, pornographic or obscene.    

 Users must not distribute statements of a political or religious nature, or other information of 
a personal nature.   

 Engaging in any illegal activities via e-mail is prohibited. Discovery of such material, if 
deemed as being of a criminal nature, shall be handed over to the police. 

 Forwarded confidential messages must not be sent without acquiring permission from the 
sender first 

 Staff must not send unsolicited (unwelcome or unwanted) email or SMS text messages 

 Staff must not forge or attempt to forge email or SMS text messages 

 Staff must not send email messages using another person's email account unless 
authorised via delegate rights 

 Staff must not breach copyright or licensing laws composing or forwarding emails and email 
attachments 

 Staff must not use Trust SMS text messaging facilities to send or receive non Trust related 
messages 

 Staff must not commence any new or amended initiative to communicate with patients, or 
others via email and or SMS text messages without the approval of the Information Asset 
Administrator, or the Information Governance Manager 

 
Other than instances requiring criminal prosecution, the Trust is the final arbiter on 'offensive' 
material or prohibited activities. 
 

What to do if staff receives prohibited content 
If an authorised user receives an email that contains prohibited content, the user should not 
immediately delete it but report the matter to the IT Service Desk on ext. 2040. Such emails should 
only be kept for sufficient time for the matter to be reported to the IT Service Desk and, if 
necessary, an investigation will be carried out. IT Service desk staff will record the referral as an 
adverse incident in compliance with the Trusts adverse events reporting procedures. 

http://hoh01appp-v1/supportdesk/
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Email security 
NHS Mail email accounts @nhs.net are encrypted and secure. They are specifically designed to 
meet the needs of NHS care providers.  It is available to all staff working within the NHS in England 
and Scotland. 
 
@nhs.net is the secure method for exchanging personal confidential data between NHS 
organisations and may be used for transmission of data between any of the government secure 
domains. The government secure domains are: 

 NHS (*.nhs.net)  

 GSi (*.gsi.gov.uk)  

 CJX (*.pnn.police.uk)  

 GSE (*.gse.gov.uk)  

 GSX (*.gsx.gov.uk)  

 GCSX (*.gcsx.gov.uk)  

 SCN (*.scn.gov.uk)  

 CJSM (*.cjsm.net)  

 MoD (*.mod.uk)  
 
It is important to ensure that any person identifiable or sensitive information is only exchanged 
between email addresses from secure domains (as noted above) so that the information contained 
in the message remains secure. Failure to do so could result in an incident being generated.  
 
NHS Mail accounts do allow for secure emails to be sent between nhs.net and any other email 

account. To ensure that an email is secure, it must have [SECURE] written at the beginning of 

the subject line. It MUST be in SQUARE BRACKETS or the email will not be sent securely. () or {} 

will not be secure. The word ‘secure’ is not case sensitive: ‘Secure’ and ‘secure’ will also ensure the 
email is sent securely. 
 
@nhs.net is available from any internet-connected computer and also provides an online calendar 
and a global address book. 
 
 

For more guidance on NHSmail, visit the NHSmail portal. 
 

For more detailed guidance on the use of email including sending secure emails outside nhs.net 
please see our Email standards and procedures SOP.  

  

https://portal.nhs.net/Help/policyandguidance
http://ig/media/1299/w-sops-ig-corporate-records-management-crman-sop-crman-006-email-standards-and-procedures-sop-crman-006-v21-email-standards-and-procedures-copy.pdf
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Forwarding and replying to emails 
Best practice when forwarding emails is to always review the content before doing so. Consider 
whether the information it contains is confidential to the Trust, or an individual. 
 
Therefore, when replying or forwarding emails, review the information carefully and delete 
confidential, excessive, irrelevant, sensitive, or personal information not required before you send it. 
Always include a full signature, include your telephone number and department details where 
applicable. 
 
When replying to emails, avoid the use of 'reply to all' unless it is absolutely necessary. Not all 
recipients will necessarily need, nor have the legal right, to know the details and contents of the 
email, plus this will reduce the number of irrelevant emails sent/received.  
 
The Trust considers email to be an important means of communication and recognises the 
importance of proper email content and speedy replies in conveying a professional image and 
delivering good customer service. Therefore, the Trust provides the following guidelines for all staff: 

 Emails should be treated like any other correspondence and should be answered as quickly 
as possible.  

 Check your emails at least once in each working day, where possible. 

 If you are going to be away from your desk and unable to check your emails for a period 
longer than (8hrs), you should use the out of office function provided by Microsoft Outlook. 
The out of office reply should state when you will return to the office and who people should 
contact in your absence. 

 Ensure you send your email only to people who need to see it. Identify the correct person to 
receive your email. Only copy those people who really need to see the email. Do not 
automatically copy your email to directors or other senior members of staff. 

 Emails should not be sent to all staff in the Trust unless they are authorised and cascaded 
using the Broadcast email facility. 

 Sending emails to all in your address book can unnecessarily block the system. If you wish 
to send an email to a large group of staff then you must set up appropriate distribution lists 
in your own contacts section of the email address book. For help contact the IT Service 
Desk. 

 Write well-structured and polite emails. Always address the recipient with an appropriate 
greeting and end your message with a suitable sign off, such as regards or best wishes. 

 State any actions required by the recipient. If you need a reply to your email by a particular 
date let the recipient know this. 

 Your signature must include, as a minimum, your name, job title, organisation, name, 
telephone number, email address – see section below on Trust branded email signature. 

 If you are sending an email to a colleague then a more informal style may be appropriate. 
This means that sentences can be short and to the point. You can start your email with ‘Hi’, 
or ‘Dear’, and the name of the person. Messages can be ended with ‘Kind regards’. The use 
of background colours or patterns, abbreviations and characters such as smileys however, 
is not encouraged as these can detract from the professional image of the Trust. 

 Do not write emails in capitals. This appears as if you are shouting and is considered rude. 

 Use the spell checker before you send out an email. 

 Always use the subject box, providing a short description of the subject and its urgency. For 
example: URGENT – agenda items required by close of play today. Do not include any 
person identifiable information in the subject box. 

 Only mark emails as important if they really are important. 

 Do not send unnecessary attachments. 

 Do not print emails unless you really need to for work purposes. 
 
  



 

 

 
Page 14 of 37 

Version: 1.3 
March 2019 

Personal email addresses 
All staff are required to use their @nhs.net email accounts for business related correspondence.  
The use of personal email addresses such as, but not limited to; Hotmail, Gmail, Googlemail, yahoo 
etc. for the purposes of undertaking Trust business is not permitted.  These and many personal 
email facilities do not offer suitable levels of security and could potentially lead to a significant 
breach of data protection legislation. 
 
Broadcast emails 
The broadcast email facility within the Trust provides a quick method of disseminating information to 
the greatest number of staff, in the shortest possible time frame.  
 
The use of broadcast emails must be limited to Trust wide issues, which either all staff or large 
parts of the organisation must be made aware of, such as Cascade Briefings, changes to policies or 
procedures etc. Over use of this facility will result in a dilution of the effectiveness of such 
communications. 
 

SMS text message use 

Consent 
Where service users, patients or members of the public are the intended recipients of a 
communication via SMS text message the consent of the individual must be obtained and recorded 
before this method of communication commences.  This could be achieved at the time of recording 
a mobile phone number.  It is also good practice to make the recipient aware of their responsibility 
to inform the Trust of any change to their contact information and of the potential risks of 
communicating with them via SMS text message. 
 
Systems used to record the consent must be fully risk assessed and the data quality of patient 
contact details assured as part of the privacy impact assessment process prior to deployment. 
 
Service Users, patients or members of the public may withdraw their consent to receive SMS text 
messages at any time by informing the relevant Health Professional, who must act on this at the 
earliest possible opportunity.  In compliance with the Privacy and Electronic Communications 
Regulations 2003 (amended 2011), the recipient must be given a simple means of refusing the use 
of their contact details (free of charge except for the cost of transmission).  Therefore the message 
itself must contain a point of contact or method by which the recipient can opt out of future 
messages. This instruction must be followed. 
 

Managers responsibilities  

New starters 

Before a new authorised user commences work and is permitted to start using NHS Mail and SMS 
text messaging systems, their manager must ensure they have completed the appropriate training. 
 
During annual appraisals, managers must review their staff compliance with this policy, including 
encouraging staff to regularly archive emails required for future reference within an appropriate 
filing structure; apportion to other members of staff emails which are no longer relevant to them; or 
delete any emails which are no longer required. 
 

Leavers 

Before a member of staff leaves the Trust, the relevant line manager must, with the member of 
staff, carry out a review of all emails retained by the member of staff.  These emails must either be 
filed in the appropriate filing structure, apportioned to other members of staff, or deleted. 
Immediately before the member of staff leaves the Trust, the manager must notify the Trust's IT 
Service Desk via email, specifying a date on which the email account must be closed.  An 
appropriate Out of Office reply must be placed on the email account directing enquiries to named 
individuals or departments.  

https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/for-organisations/guide-to-pecr/
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Emails held within the account of authorised users who have left the Trust will not be retained and 
will be deleted as soon as possible following the date of departure. Any exception to this must be 
authorised and recorded by the Director of Informatics. 

 
Employees’ responsibilities 

It is the responsibility of all authorised users to read and act on information sent to them via email.  
Users must regularly access and review emails sent to them, ideally at least once during every 
working day, or more frequently when appropriate. 
 
Failure to comply may result in disciplinary action or potentially, referral to the police or other 
authorities for criminal investigation.  
 
Handling sensitive, confidential and clinical information in emails and SMS text messages 
It is a breach of the DPA Principle 6 to send personal identifiable information without adequate 
security.  Any personal identifiable data received or sent by the Trust which is inadequately 
protected will be in contravention of the Trust’s IG Policy and any subsequent investigation will be 
undertaken by the Information Governance department. 
 

nhs.net to nhs.net 

Information sent between nhs.net is secure, however information of a confidential nature, personal 
information and/or sensitive information must be kept to a minimum. Therefore when corresponding 
internally the following should be followed: 

 The patient's name must not be included in the subject line 

 Ensure the patient in question is appropriately and accurately identified  

 Use the minimum amount of information to identify the patient i.e. Initials, Hospital Number, 
NHS Number, date of birth 

 Clinical information is clearly marked CONFIDENTIAL 

 Emails are addressed to the right people and not forwarded inappropriately 

 When forwarding emails, always ensure that you review the email and remove excessive or 
irrelevant information before forwarding 

 Information sent  and or received by email must be safely stored and archived as well as 
being incorporated into patients records 

 

Email system passwords 
All users of the Trust IT network will be issued with a network username and password, both of 
which are necessary to access an NHS Mail account.  New users will be given a default password 
and will be prompted to change this during their IT Induction Training.  A user must not divulge their 
password to any other person. Sharing passwords is strictly forbidden. The use of passwords 
affords important protection against unauthorised use or access to the IT network, systems or 
email, confidential patient and staff data, as well as corporate records.  
 
If a breach of security or an instance of inappropriate use is recorded under a staff member's 
username, the burden of proof will be with the member of staff to show that they are not responsible 
for the breach. 
 
Standard email signatures 
In order to improve communication and efficiency within the Trust and to ensure recipients such as 
the visually impaired amongst other, receive a consistent Trust standard, all staff are required to 
ensure that all emails sent within, or externally to the Trust contain an appropriate signature and 
contact information as detailed overleaf. 
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The Trust font is Arial, all communications must be in Arial. 
 
Internal signatures must contain: 

 Name 

 Job Title 

 Department 

 Internal extension number 
 
External email signature 
External email signatures must contain: 
Name 
Job Title 
Salisbury NHS Foundation Trust 
Department 
Salisbury District Hospital 
Salisbury 
SP2 8BJ 
Tel: 01722 336262 Ext:  
Email Address: 
 
For example: 
 

Name 
Job Title 
Department 
Salisbury NHS Foundation Trust 
Salisbury District Hospital 
Odstock Road 
Salisbury  
SP2 8BJ 
Tel: 01722 336262 extension: XXXX 
email@nhs.net 
Working Hours 0800 – 1600 Monday – Thursday: 0900 – 1700 Friday 

 
 
If you are sending any confidential or sensitive data an @nhs.net email address must be used by both 
parties. 

 
Automatic forwarding of emails 
To ensure the confidentiality, security and integrity of sensitive personal information and/or 
corporate information, staff are not permitted to automatically forward their emails from their 
account, to any other email account. 
 
Out of office replies 
All authorised users are required to use the 'Out of Office' facility to improve communication during 
absences, or where the authorised user has left the Trust.  The email system will then send an 
automatic response to anyone who has emailed the user during their absence.  The out of office 
email must contain an alternative point of contact and ideally, a period for which the authorised user 
will be absent. The reason for absence should not be included. For example: 
 

 

 

 
 
  

“Thank you for your email. I will not be available to collect emails between the 25th 
December 2018 and 1st January 2019.  During this period you may wish to contact 
David Jones, who can be reached on 01722 336262 ext.: xxxxx or 
XXXXX@nhs.net.” 
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Using emails or SMS text messages for marketing regulatory position 
These activities are principally governed and regulated by the Data Protection Act 2018 and the 
ICO - Guide to Privacy and Electronic Regulations. 
 
Section 11 of the DPA refers to direct marketing as 'the communication (by whatever means) of any 
advertising or marketing material which is directed to particular individuals'.  The Information 
Commissioner’s Office (ICO) regard direct marketing as covering a wide range of activities that 
apply not just to the offer for sale of goods or services, but also to the promotion of an 
organisation's aims and ideals.  
 

Accessing someone else's email account 
NHSmail allows a user to 'delegate' access to another user(s) – before going on holiday, for 
example. If the requirement for access was not foreseen and no other available user has delegate 
access, emergency delegate access may be requested for purpose of managing emails received by 
the absent party.  This can be done by obtaining written authority from the line manager, or the 
directorate manager of the absent party. 
 
This must be sent via email to the IT Service Desk at sft.ITservicesdesk@nhs.net and will be 
authorised by the Information Governance Manager, or Information Governance Officer, or one of 
the Informatics Senior Managers. 
 

Acceptable use of information 

Unauthorised access 

All Trust and third-party employees/contractors shall only be authorised access to information 
relevant to their work.  
 
Accessing or attempting to gain access to unauthorised information shall be deemed a disciplinary 
offence.  
 
When access to information is authorised, the individual user shall ensure the confidentiality and 
integrity of the information is upheld, and to observe adequate protection of the information 
according to the Trust as well as legal and statutory requirements. This includes the protection of 
information against access by unauthorised persons.  
 
All staff must be aware that they have a duty of care to prevent and report any unauthorised access 
to systems, information and data. 
 

Misuse of information systems 

Use of NHS information systems for malicious purposes shall be deemed a disciplinary offence.  
 
This includes but is not limited to:  

 Penetration attempts (“hacking” or “cracking”) of external or internal systems. 

 Unauthorised electronic eavesdropping on or surveillance of internal or external network 
traffic. 

 Discriminatory (on the grounds of sex, political, religious or sexual preferences or 
orientation), or derogatory remarks or material on computer or communications media; this 
includes but is not limited to sending offending material as embedded or attached 
information in e-mails or other electronic communication systems. 

 Acquisition or proliferation of pornographic or material identified as offensive or criminal. 

 Deliberate copyright or intellectual property rights violations, including use of obviously 
copyright-violated software. 

 Storage or transmission of large data volumes for personal use, e.g. personal digital images, 
music or video files or large bulk downloads or uploads.  

https://ico.org.uk/for-organisations/guide-to-pecr/
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 Users accessing or attempting to access medical or confidential information concerning 
themselves, family, friends or any other person without a legitimate purpose and prior 
authorisation from senior management is strictly forbidden and shall be deemed a 
disciplinary offence. 

 Use of NHS information systems or data contained therein for personal gain, to obtain 
personal advantage or for profit is not permitted and shall be deemed a disciplinary offence. 

 If identified misuse is considered a criminal offence, criminal charges shall be filed with local 
police and all information regarding the criminal actions handed over to the relevant 
authorities.  

 Sharing passwords and user accounts to access the Trusts IT Network, systems or files. 
 
All staff must be aware of what constitutes misuse and the potential consequences of any misuse of 
systems, information and data.  

 
Physical protection of paper and IT equipment/mobile working 
The benefits of remote access for the Trust as a company are considerable, but benefits must be 
balanced against any potential risks. Therefore, the Trust requires all employees and contractors to 
comply with the following to ensure business conducted remotely remains protected and secure. 
 
As an employee of the Trust you are required to adhere to the following guidelines to ensure that IT 
equipment and paper records by: 

 Ensuring IT equipment is not exposed to magnetic fields which may compromise or prevent 
normal operation.  

 Taking care of IT, diagnostic equipment or medical device by protecting it from external 
stresses, such as sudden impacts, excessive force or humidity.  

 Ensuring that only authorised IT support personnel shall be allowed to open TRUST IT 
equipment and equipment cabinets. 

 Ensuring that equipment or devices left unattended in semi-controlled areas such as 
conference centres or customer offices, laptops shall be locked to a fixed point using a 
physical lock available from IT support.  

 Making sure that portable equipment shall never be left unattended in airport lounges, hotel 
lobbies and similar areas as these areas are insecure.  

 Taking the time to ensure that portable equipment being transported is never left in parked 
cars, unless completely invisible from outside the vehicle and protected from extreme 
temperatures.  

 Mobile equipment shall be stored securely when not in use in and out of <insert name of 
organisation> premises. 

 Laptops used in public areas i.e. trains etc., must be transported securely and kept with you 
always. 

 When remote working you must use a privacy screen on the TRUST laptop to ensure 
information contained on the screen cannot be overlooked. 

 You need to ensure that you take appropriate precautions to prevent opportunistic theft. 

 Mobile systems, devices or information (paper) be shut down and physically locked when 
not attended. 

 Mobile systems, devices or information must never be left in parked cars, unless 
unavoidable and for the minimum amount of time, completely invisible from outside the 
vehicle and protected from extreme temperatures.  

 Ensuring no unauthorised person can access the records, device, system or equipment. 

 Staff shall ensure that privately owned mobile systems or devices are not used for official 
TRUST business, as the practice undermines the company’s ability to evidence, audit or 
provide assurance to regulators that personal data is appropriately collected, used, shared, 
secured or destroyed. 
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Clear desk and office procedures 

The purpose of this Clear Desk and Screen Example procedure is to provide you with exemplar 
guidance in line with Her Majesties Government and private sector best practice. 
 
At the end of the working day or when you are leaving the office or work area during the day, all 
documents or media containing business or personal identifiable information must be secured in 
lockable office furniture (desk drawers, filing cabinets, cupboards). 
 
At the end of the day or when an officer/location is being left unattended please make sure that: 

  Removable media, paper records and files are locked away 

  All personal belongings are removed from view 

 Office/work area windows are closed and locked. All internal doors must be closed when 
working areas are unattended and at the end of the working day. 

 In ground floor work areas, blinds must be closed or PC/Laptop screens, information boards 
or any protectively marked or sensitive information must be positioned so it cannot be 
viewed by passers-by. 

 All cabinets must be locked when working areas are left unattended and at the end of the 
working day. 

 All laptops must be secured in suitable containers when working areas are unattended and 
at the end of the working day. 

 All printers must be cleared of printed material when working areas are unattended  

 All photocopiers must be cleared of printed material when working areas are unattended 
and at the end of the working day. 

 All ‘white boards’ must be wiped clean when working areas are unattended. 

 All ‘flip charts’ must be cleared of information when working areas are unattended or at the 
end of the day. 

 
Clear screen procedures 
All Trust employees, contractors are required to ensure that the following clear screen procedures 
are adhered to: 

 Screens must be cleared or locked when talking to unauthorised persons. 

 An auto screensaver must be activated when there is no activity for a period, no longer 
than 15 minutes.  The only exception will be in clinical areas where diagnostic and theatre 
procedures are being conducted. 

 You must log off and shutdown the computer you are using at the end of the working day  
 

General use 

As an employee we request that you adhere to the following guidelines regarding the general use of 
equipment and resources: 

 Locking your terminal/workstation/laptop/mobile device (using the Ctrl-Alt-Delete function or 
other applicable method) before leaving it unattended for short period. 

 You must not install unapproved or privately-owned software on to Trust IT equipment.  

 Only authorised Trust IT personnel are permitted to reconfigure or change system settings 
on the IT equipment.  

 Laptops and mobile devices must: 
 Only be used by the Trust or third-party employee that has taken personal 

responsibility for the laptop.  
 Be encrypted, rendering the information on the laptop inaccessible if the laptop is 

stolen or lost.  
 Be appropriately protected by the installation of Trust standard anti-virus, anti-spyware 

and personal firewall software.  
 Have the corporate standard remote access software installed. 

 If configured according to the specifications above the laptop/mobile device may be 
connected to wired or wireless access points.  
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 As an employee you are not permitted to use privately owned storage devices or storage 
devices owned by third parties for transfers of NHS data.  

 Any device lost or stolen must be reported immediately to your line manager and the IT 
Contractor. 

 

Acceptable use of the internet 

Information found on the Internet is subject to minimal regulation and as such must be treated as 
being of questionable quality. You should not base any business-critical decisions on information 
from the Internet that has not been independently verified. 
 
Internet access at SFT is mainly provided for business purposes. For the purpose of simplifying 
everyday tasks, limited private use may be accepted. Such use includes access to web banking, 
public web services and phone web directories. 

 Excessive personal use of the Internet during working hours shall not be tolerated and may 
lead to disciplinary action.  

 Users shall not use Internet-based file sharing applications, unless explicitly approved and 
provided as a service.  

 Users shall not upload and download private data (e.g. private pictures) to and from the 
Internet.  

 Users shall not download copyrighted material such as software, text, images, music and 
video from the Internet. 

 Users shall not use NHS systems or Internet access for personal advantages such as 
business financial transactions or private business activities.  

 Users shall not use their Salisbury NHS Foundation Trust identity (i.e. using your SFT e-
mail address) for private purposes such as on social media, discussion forums. 

 

Social media  

It is the Trust’s policy that staff are not to access or contribute to social media sites using Trust-
owned equipment, unless authorised by the Trust.  
 
Internet access to social media sites from Trust-owned equipment is blocked. If a member of staff 
accesses any other, unblocked, social media site using Trust-owned equipment, this would be in 
breach of this policy and may result in disciplinary action up to and including dismissal, depending 
on the severity of the incident. Refer to the Trust’s Disciplinary Policy for further information.  
 
Internet access to social media sites is not blocked in limited areas where it is being used as a Trust 
corporate communication method and/or where specific individuals or departments have been given 
authorised access. 

 
We recognise the importance of the internet in shaping public thinking about the Trust and our 
services, employees, partners and patients. We also recognise the importance of our staff joining in 
and helping shape health service conversation and direction through appropriate interaction in social 
media. Therefore the Trust will support the use of social media for these purposes, provided the 
standards and procedures below are followed.  
 
The Trust recognises that staff may want to access or contribute to social media sites using their 
own equipment outside their hours of work and in their own personal time. This includes authorised 
breaks. 
 
The Trust also recognises that departments may wish to communicate through social media 
including group chats or group pages on Facebook. If it is work related this must be given approval 
by the Information Governance manager to ensure the information shared can be monitored.  
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Staff are responsible and personally liable for any comments, images and information they may 
post. 
  
This includes posting information, images or making comments that are:  

 Speculative, derogatory, discriminatory, could bring the Trust into disrepute; could impact 
negatively on the Trust’s reputation; could cause embarrassment to the Trust, staff, patients 
or the public  

 Sensitive or confidential information (e.g. any personal information about patients or staff, or 
any confidential corporate information – refer to the Code of Conduct for Employees in 
respect of Confidentiality).  

 Information that could potentially identify a patient (e.g. a patient’s name, address, postcode, 
ID numbers, photograph, voice recording, rare condition, celebrity status etc).  

 About patients or other staff which could cause offence, even if their names are not 
mentioned.  

 Images that are discriminatory or could amount to bullying or harassment.  

 Recognisable signs or pictures relating to the Trust, or any pictures of staff or patients 
without their explicit, fully-informed consent. 

 

For more information please see our social media policy on the intranet. 
 

Acceptable use of mobile devices in the work place 

The Trust understands that all staff will most likely have a mobile device on them at all times. Staff 
should not be using their personal mobile devices when working in any area of the Trust as it can 
interfere / affect their work. Notably, they should not be used on the wards or in patient facing roles. 
 
All staff must be aware that the personal use of mobile devices should be reserved for official break 
times within staff designated areas. 
 
All staff must ensure to still maintain professionalism when using mobile devices in their personal 
time within the Trust. Examples of inappropriate use include the viewing of videos that may offend 
others within viewing distance, or make them uncomfortable. 

 

Staff who are suspected of breaching the above four ‘acceptable use’ will be subject to their 

line manger monitoring future usage. 

 

Mobile and remote working 

Physical security of information and systems 

As a potential mobile and remote worker, the physical security aspects are key to protecting 

information. Any technical security measures implemented may be of little use if information can be 

physically taken, lost, viewed or destroyed.  

 

All mobile devices must be Trust approved and must meet the current NHS encryption 

standards. This is 256 bit AES. 

 

  

http://intranet/website/staff/policies/businessandprovisionofservices/social+media+policy+and+guidance.asp
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Whenever possible a Datix Incident Report form should be 

completed and submitted within 24 hours of the incident occurring 

Incident reporting 

Reporting an incident or near miss 

All incidents and near misses must be reported to the line manager as soon as possible after the 
event.  An incident or near miss could include letters or emails sent to the wrong individual or 
received in the incorrect department. 
 
All incidents, near misses and serious untoward incidents must be recorded on Datix.  The person 
involved in or identifying the incident in conjunction with a senior person on duty should complete 
the incident report.  In circumstances where a member of staff is unable to complete the form due to 
illness or injury, the senior person on duty should complete the incident report form.  
 
Where an incident results in an absence from work of more than seven consecutive days (excluding 

the day of the incident, but including week-ends, bank holidays or days off) then the Line Manager 

must notify the Corporate Governance Manager in order that the Health and Safety Executive can 

be informed within fifteen days of the accident or incident occurring.  This is a legal requirement 

under the Reporting of Injuries, Diseases and Dangerous Occurrences Regulation (RIDDOR). 

 
To report an incident – please access the Datix Incident Reporting page: 
 
 

 

Freedom of Information Act 2000 

The Freedom of Information Act 2000 (FOIA) allows any person to contact a Public Authority to 
request information. The intention is to make Public Authorities transparent and open.  
 
Anyone can ask in writing for any information held by the organisation, such as financial 
information, contract information, policies, reports etc.  The information must be released providing 
the information is not exempt from disclosure.  A range of exemptions include personal or 
confidential data, information which is commercially confidential or information which is already 
published and available elsewhere.  
 
Assisting with a Freedom of Information (FOI) Request 

 A request does not have to state that it is an FOI request.  If in doubt, forward to: 
sft.freedomofinformation@nhs.net  

 All FOI requests are to be directed to the Freedom of Information team at the above 
address.  

 Unless covered by an exemption under the Act, all records held by the organisation are 
affected, including diaries, notebooks, emails and minutes from meetings 

 
For further information on Freedom of Information click here: FOI. 
 

Subject Access Requests (SAR) 

Under the Data Protection Act 2018 people (data subjects) can access their own personal data 
through a written request to the organisation holding their information (data controller). This 
includes information from medical records to HR records or any other information an organisation 
holds about the data subject. 
 

https://www.oshcr.org/riddor-reporting-of-injuries-diseases-and-dangerous-occurrences-regulations/
mailto:sft.freedomofinformation@nhs.net
http://ig/foi-page
http://datixwebp-v1/Datix/live/index.php
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There are exemptions that may apply to releasing information and include circumstances where the 
release of the information may cause serious harm to the physical or mental health of the person or 
where information could be disclosed relating to, or provided by, a third person who has not 
consented to the disclosure. 
 
If a Subject Access Request is received, it should be passed on to the Medical Records Department 
Team who may then liaise with the Litigation Team.  The request must be responded to within 40 
calendar days. It is up to the Medical Records team managing Subject Access Requests to 
determine the identity of the applicant and if any exemptions apply. 
 
If a request is received for the GP medical records of a deceased person then the request must 
immediately be passed on to the Medical Records Team to be processed under the Access to 
Health Records Act 1990. 
 

Staff access to occupational health, health, HR and finance records 

Individual employees may request access to any information the Trust holds about them.  This 
includes paper records, electronic records, emails, letters reports, forms etc.  There is a legal 
requirement that the Trust must fulfil a Subject Access Request within a statutory 30 calendar day 
period.  Non-compliance will result in a breach of the Data Protection Act 2018.  The Data 
Protection Act’s right of an individual to access information about them should not be used as a 
barrier to permitting staff to access or receive copies of information held in a member of staff’s 
personal file. 
 
To ensure compliance and impartial management of all employee Subject Access Requests, the 
Information Governance department will act as a central hub for all such requests.  Staff can submit 
a Subject Access Request via email to the Information Governance department for access to their 
records held at SFT: sft.information.governance@nhs.net.  
 
For additional support, help, advice and guidance please contact either HR or Information 
Governance Manager on ext.: 5686. 
 

Records management 

Salisbury NHS Foundation Trust (SFT) Board understands the importance of robust records 
management and works to develop a culture within the organisation that encourages all staff to 
recognise the importance of good management of health care records.   
 
Management of the Health Care Records is a key responsibility of all staff, and all employees are 
required to work within the scope of the Health Care Records Strategy and Policies. 
 
Records management is about the creation, use, storage and disposal of both paper and electronic 
records in a secure fashion.  Good records management practices also assist in compliance with 
Healthcare Commission governance standards. 
 
The Records Management: NHS Code of Practice, published by the Department of Health, is a 
guide to the required standards of practice in the management of records for those who work within, 
or under contract to, NHS organisations in England.  It is based on current legal requirements and 
professional best practice, and it helps organisations to put in place procedures and processes for 
managing their corporate and clinical information to: 
 
Access: Right Person – Right Information – Right Time 

Access to records must be on a ”need to know” basis only 
Security: Secure enough to comply with Data Protection – but not so secure as to adversely 

affect patient care 
Disclosure: Information must be correctly stored and easily identifiable 

mailto:sft.information.governance@nhs.net
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
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Retention: Must only be kept for the prescribed time period 
Disposal: Information must be reviewed before disposal or destruction.  Information must be 

securely disposed of or destroyed 
 

Correct Records Management means duplication will be prevented. 
 

Accuracy, Retention and Disposal 

 If adding information to records, ensure accuracy and relevance  

 If you are an ‘Information Asset Owner’, ensure that records are held in accordance with the 
Records Management Code of Practice and the Data Protection legislation.  The 
appropriate retention schedule must be documented 

 Ensure any personal or special categories of personal data are confidentially destroyed in 
accordance with the CCG Information Security policy.  (Note that ordinary waste bins and 
‘recycling’ bins are not to be used for papers showing personal, commercially confidential or 
special categories of personal data.) 

 Dispose of redundant equipment, especially disc or tape copies of personal, commercially 
confidential or special categories of personal data, in the proper manner 

 

Risk management 

Senior Information Risk Owner (SIRO)  

The SIRO is responsible for coordinating the development and maintenance 

of information security and risk management policies, procedures and 

standards for the Trust.  This includes responsibility for the on‑going 

development and day-to-day management of the Trust's Risk Management 

Programme for information privacy and security.  
 

The SIRO is to advise the Chief Executive and the Trust Board on 
information security and risk management strategies and provide periodic 
reports and briefings on progress.   
 

Information Asset Owner (IAO) 

The Director or Directorate Managers are the Trust's Information Asset Owners (IAOs).  They 
ensure that information risk assessments are performed annually on all information assets for which 
they have been assigned 'ownership'.  IAOs submit the risk assessment results and associated 
mitigation plans to the Senior Information Risk Owner (SIRO) for review, along with details of any 
assumptions or external dependencies.  Mitigation plans include specific actions with expected 
completion dates, as well as an account of residual risks. 
 
Information Asset Owners provide the Senior Information Risk Owner (SIRO) with an annual written 
risk assessment for each information asset 'owned' by them. 
 
The IAO ensures each information asset 'owned' by them has an assigned Information Asset 
Administrator (IAA). 
 
Information Asset Owners sign a formal undertaking declaring their personal commitment and 
responsibilities for Information Assets within their control. See appendix C for more information. 

 

Information Asset Administrator (IAA) 

The Information Asset Administrator (IAA) is to provide support to the IAO: 

 To ensure that Trust policies and procedures are followed 

 To recognise and, where necessary, report potential security risks or actual security 
incidents 

Esther Provins  
Director of 

Transformation 
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 To consult with the IAO on incident management 

 To maintain detailed records about the information asset 

 To ensure that the information asset register is kept up to date 
 
See appendix D for more information. 
 

Registration Authority (RA) and Smartcards 

What is a Smartcard? 
A Smartcard enables staff to access NHS systems and applications using access controls related to 
the access required to perform a job role.  A Smartcard is like a debit or credit card – it is used with 
a passcode.  It has a name, photo and unique user identity number printed on the Smartcard. 
Passcodes must never be shared or written down.   
 
No information is stored on the Smartcard but it provides access to patient information if a 
legitimate reason to do so has been identified for a particular staff role.  Any information accessed 
via the Smartcard needs to be kept secure and confidential, as with any personal or sensitive 
information. 
 
All staff are bound by their own professional codes of conduct, local regulations and policies, 
contractual requirements, the Data Protection Act 2018 and NHS Code of Practice: Confidentiality. 
 
Smartcard security 
A Smartcard passcode is similar to a digital signature in that every time a Smartcard is used, the 
staff member is agreeing to comply with the terms and conditions of the national Registration 
Authority policy.  Each time a Smartcard is used to logon, access is automatically monitored and 
alerts raised where access does not appear to be justified. 
 

You must keep your Smartcard safe and secure at all times. This can mean either on your 
person on a Trust approved lanyard or ID holder OR in a lockable drawer. 

 
If a Smartcard is lost, stolen or damaged you should contact the Registration Authority (RA) team 
as soon as possible so the Smartcard can be deactivated.  A fee of £10 will be charged for a 
replacement card. 
 
Smartcard registration process 
The Registration Authority (RA) controls the issuing of Smartcards and manages the registration 
process.  Users are registered on the NHS Care Identity Service spine and the RA team follows 
local and national processes, policies and procedures.   
 
To be issued with a Smartcard evidence of identity must be provided.  Three pieces of identification 
are needed, one with the member of staff’s home address; such as a utility bill or bank statement, 
and two pieces of identification with a photograph, such as a passport and driving license. 
 

Data Privacy Impact Assessment (DPIA) 

A Data Privacy Impact Assessment (DPIA) is a tool which can help organisations identify the most 
effective way to comply with their Data Protection obligations and meet individuals’ expectations of 
privacy. 
 
An effective DPIA will allow organisations to identify and fix problems at an early stage in a project - 
allowing them to be addressed before too much development and planning has been undertaken.  
A failure to properly embed appropriate privacy protection measures may result in a breach of 
privacy laws, a declaration of incompatibility with the Human Rights Act, or prohibitive costs in retro-
fitting a system to ensure legal compliance or address community concerns about privacy. 
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A DPIA should be carried out whenever there is a change that is likely to involve a new use or 
significant change in the way in which personal data is handled, for example a redesign of an 
existing process or service, or a new process, or information asset being introduced. 
 
The Information Commissioners Office (ICO) has developed a framework for organisations to use 
when considering a DPIA and your local guidance has been developed from that and amended 
specifically for health organisations. 
 
The procedure should be considered in any of the following circumstances (see overleaf): 

 Introduction of a new paper or electronic information system to collect and hold personal 
data 

 Update or revision of a key system that might alter the way in which the organisation uses, 
monitors and reports personal information 

 Design and development of a system where the personal data is held on a ‘consent for 
holding and use’ basis 

 Changes to an existing system where additional personal data will be collected 

 Proposal to outsource business processes involving storing and processing personal data 

 Plans to transfer services from one provider to another that includes the transfer of 
information assets 

 Any change to or introduction of new data sharing agreements 
 
This list is not exhaustive – if it is possible that there may be any impact on the use or processing of 
personal data, completing a DPIA will enable the organisation to establish if there is a need to 
examine the processes in more detail.  
 
If assistance or guidance is required, please contact the Information Governance Team: ext.: 5716; 
5861 or 5921 or email: sft.Information.governance@nhs.net  
 

Security awareness 

Always report any suspicious email or other electronic activity to the IT Service Desk on ext.: 2040. 
Part of their job is to stop cyber-attacks and to make sure SFT’s data is not lost or stolen. 
 
Suspicious emails and links 
Do not open suspicious links or attachments in emails. Opening an email will not infect a Trust 
computer with a virus, but clicking on a suspicious link or email attachment may do. Opening 
suspicious links can compromise computers and create unwanted problems without staff 
knowledge. 

Delete suspicious emails and links or send them through to IT. 
 
If a staff member likes an application and thinks it will be useful, staff can contact the IT Service 
Desk and ask them to look into it. Staff must not download software from the internet. 
 
For further information on IT queries contact the IT Service Desk on ext.: 2040. 

 
Clear desk and clear computer screen 
Information Governance and Information Security encourage methods which significantly reduce 
the risks associated with security breaches and incidents occurring. 
 
It is essential that organisations implement high standards of handling information, data, and 
records containing patient or person identifiable data securely. Maintaining the confidentiality of all 
individuals for whom information is held and processing information by adhering to best practice 
governance guidelines and the law is essential. 
 

mailto:sft.Information.governance@nhs.net
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Listed below are some actions that can be done to minimise the likelihood of a data breach or 
security incident occurring: 

 Lock away all patient or personal confidential data, including sensitive and valuable 
documents (paper and removable media) in cabinets or desk drawers, as appropriate 

 Lock workstations (computers, laptops, terminals) when away from the desk, even for a 
short time, by pressing simultaneously Ctrl + Alt + Delete and selecting Lock Work 
Station, or pressing Enter 

 Pressing the Windows key on a keyboard: , and then the letter ‘L’ will quickly lock a 

workstation 

 At the end of the day, close down all applications and log off or shut down the work station, 
as appropriate 

 Laptops must be stored securely and not left out on the desk when the user is not in 
attendance in the office 

 Ensure any documents or removable media such as CDs, DVDs, memory sticks etc. are 
safely stored when not required at work, or at home, should records or information need to 
be taken home 

 It is the responsibility of each user to ensure the security and the confidentiality of the 
information they have access to and to protect that information accordingly 

 When required to access and process sensitive information, be mindful of who can see the 
screen and position the screen where sensitive information cannot be viewed by anyone 
who is unauthorised to do so 

 If it is necessary to leave the office quickly in an emergency, for example a fire alarm, 
ensure the work station is locked if it is safe to do so, in order to prevent unauthorised 
access 

 
Laptop security 
Trust laptops provide a portable and convenient mobile working solution and provide business 
benefits for the user.  Laptop users must be vigilant at all times regarding the type of 
information/data being accessed to ensure that sensitive information/data is not seen by fellow 
commuters or other people in the area.  Laptops are also an attractive target for thieves and extra 
precautions must be taken to ensure the safety of the device. 
 
Users should follow the guidance below to minimise the risk of theft, loss or inappropriate access or 
viewing of data: 

 Connect laptops to the Trust Network on a regular basis, to ensure the laptop is updated 
with the latest security patches 

 Users should take all possible measures to avoid the laptop being stolen 

 Laptops should never be left unattended in a public place 

 When at home, laptops should be stored securely and only used by the authorised user 

 Laptops should be carried in an appropriate case or bag when away from organisation 
premises 

 Laptops should never be left in sight, for example on the seat of a car 

 Care should be taken when using laptops in public places to prevent casual observation of 
the screen. Unless absolutely necessary, sensitive information should never be worked on in 
public places, a privacy screen needs to be used 

 

Removable media 
Removable media can be classified as any portable device that can store and/or move data. 
 
These include, but are not limited to: 

 Laptops, iPads, tablets 

 Floppy disks 

 Optical disks (e.g. CD or DVD ROM) 

 External hard drives and zip drives 
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 Magnetic tapes 

 Solid state memory devices including USB memory sticks, pen drives, memory cards 

 Mobile phones 

 Digital cameras 
 

Only devices which have the NHS approved standard of encryption, which is 256 bit AES, may be 

used to encrypt and protect NHS data.  
 

Unencrypted devices must not be used to transport or store personal or sensitive or NHS 
data. 

 
Should you require any further advice or guidance regarding removable media, please contact the 
IT service desk, or the Information Governance Team -  ext.: 5716; 5861 or 5921, email: 

sft.information.governance@nhs.net 
 
 
 

 

 

 

 

Passwords 

Choosing a password that is ‘strong’ will help to ensure that information is kept safe and secure.  
 
Using the tips below will help to create a strong password: 

 Strong passwords consist of at least the minimum number required for the system  being 
accessed: a minimum of 8 characters is usually required, however, longer passwords are 
harder to break 

 Use English uppercase characters (A through to Z) 

 Use English lowercase characters (a through to z) 

 Use numbers (0 through to 9) 

 Use special characters where possible (e.g. % £ $ & # ! etc.) 

 A mnemonic phrase (a pattern of words that is helpful for remembering something) helps 
with creating strong passwords: 

I went to(2) Barbados on the 7th July 2018 becomes = Iw2Barb7THJ18~ and; 
My two(2) boys loved camping last June 2017 becomes = M2bLCpLJ#17 

 
In addition; 

 A password must not contain any part (e.g. exceeding two consecutive characters) of a full 
user name 

 Do not choose a password that can be easily guessed (e.g. relative’s name, pet’s name, 
favourite sports team) 

 Always keep passwords secret and never share a password with anyone, including any IT or 
other helpdesk 

 Do not use the word ‘password’ 

 Change passwords regularly 

 Do not type a password when others can see what is being typed 

 Never write a passwords down 

 Do not use the same password for all applications 

 Do not tell anyone your password 
 
Even the most sophisticated computer system is only as strong as the users who access it, 
measures such as passwords help to prevent unauthorised access.  If a weak or poorly concealed 

Staff and contractors are not permitted to use any removable media other than those 
provided or explicitly approved for use by Salisbury NHS Foundation Trust 

mailto:sft.information.governance@nhs.net
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password is used, there is the potential for unauthorised access through hacking.  All activity on a 
Trust account is deemed to have been made by the staff member logged in, and unauthorised 
access is a criminal offence. 
 
You will be requested to change your password every 90 days. When you log in, an automatic 
reminder will appear a few days before to prompt you.  
 
If you do not log into your account within 90 days, it will be deactivated. If you are in a position that 
doesn’t require a computer, it is advised to log in every now and then to check emails and prevent 
deactivation. 
 
ID badges 
All employees must ensure that they securely keep their ID badges on their person at all times 
whilst onsite. Either a Trust approved lanyard or a clip-on, retractable ID holder should be used to 
ensure that badges are secure and visible. Please refrain from holding your ID badge or placing it in 
your pocket. 
 

Your ID badge is not to be shared with any other person, including other staff, 
volunteers and patients. 

 
When visiting other sites in the course of work, ensure that an ID badge is visible or available if 
requested. When not at work, ensure that ID badges are kept secure. 
 
All employees must return their ID badge to their Line Manager upon the conclusion or termination 
of employment with Salisbury Foundation Trust. 
 
Lost, stolen, damaged or faulty ID badges 
In the event that an ID badge is lost, stolen, damaged or faulty it should be reported to a Line 
Manager in the first instance.  The Line Manager will need to complete the appropriate form for their 
site and an incident form will need to be completed with Datix. 
 

 

  

http://datixwebp-v1/Datix/live/index.php
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Information Governance training 

Information Governance training is mandatory for all staff and must be completed each year. All 
staff, including temporary, contract and lay staff, need to complete a basic Information Governance 
module at the start of their employment. If a role has access to personal confidential data, sensitive 
or corporate data then additional modules will need to be completed. 
 
The Managed Learning environment (MLE) is a web-based system that allows you to access all 
your training and development activities: www.mle.salisbury.nhs.uk. 
 

Under your Learning Plan, you will find all modules that you will need to complete. Information 
Governance is a mandatory requirement, and will need to be completed each year to remain 
compliant. 
 
Back to top 
 
 
 
 
 
 
 
 
 
 
 
 

  

http://www.mle.salisbury.nhs.uk/


 

 
 

Appendix A: Trust confidentiality, data protection and information security 
statement 

Trust employees 

 

 Staff are required to keep confidential any information regarding patients, staff and the 
corporate business activities of the Trust. Including, telephone conversations and electronic 
communications which must be conducted in a confidential manner. 

 Confidential information must not be disclosed to unauthorised parties without prior 
authorisation from appropriate senior Trust Management. Staff must not process any 
personal information in contravention of the Data Protection Act 2018. 

 It is a condition of staff employment that under no circumstances will information of a 
confidential nature be discussed with or passed on to any unauthorised persons during the 
course of work, or after termination of employment. 

 Staff are responsible for ensuring that all information is stored, used, transported and 
accessed appropriately and that security levels are maintained at all times in accordance 
with the Trust’s Information Governance policies and procedures. 

 Staff should also be aware that they should not use Social Networking Sites to discuss any 
aspect of their employment or to give an opinion about patients, colleagues or this 
organisation. 

 

Any breaches of these requirements will be regarded as gross misconduct and as such will 
be grounds for dismissal, subject to the provision of the Trust’s disciplinary procedure 

 
Declaration 

I understand that during the course of my work, I may come in to contact with information of a 
confidential nature concerning patients, staff or Trust business.  I undertake not to disclose or 
discuss information concerning the Trust, its staff and current, former or prospective patients.  If I 
should have any doubts dealing with a particular enquiry, I shall refer the matter to my Manager. 

I have received and read a copy of the Trust’s leaflet: ‘Information Governance Staff Handbook’. 

I agree that Salisbury NHS Foundation Trust may record, for management purposes, any network 
activity including emails and Internet addresses of any site that I may visit.  I confirm that I have 
read and agree with the content of the Trust’s Confidentiality & Data Protection Privacy Notice. 

I am aware that my use of IT, equipment, devices and the intranet is monitored at all times for the 
purpose of security, confidentiality and appropriate use. 

I am aware that any violation could lead to disciplinary action by the Trust and/or criminal 
prosecution.  I understand that it is my responsibility to familiarise myself with the content of all 
Trust policies and procedures relevant to my role. 

Full details of the all Trust policies and guidance relating to this subject are available via the Trust’s 

Intranet, or by contacting the Information Governance department on ext. 5861, 5716 or 5921. 

Employee signature: ........................................................................................................ 

Full name in block capitals: ............................................................................................. 

Department/Ward name: ................................................................................................. 

Contact telephone number: ................................................... 

Date: ................................... 

FOR A PRINTER COPY CLICK HERE. 

http://ig/policies-procedures-and-guidance/
http://ig/policies-procedures-and-guidance/
http://www.salisbury.nhs.uk/InformationForPatients/Pages/YourInformation.aspx
http://intranet/Website/Staff/policies/index.asp
http://ig/media/1361/t-policies-sops-guidance-ig-policy-and-strategic-management-framework-2018-staff-ig-handbook-staff-ig-handbook-appendix-a.pdf


 

 
 

Appendix B: Trust confidentiality, data protection and information security 
statement 

NON SFT STAFF ONLY (e.g volunteers, contractors, visitors, governors, researchers etc.) 

 

 You are required to keep confidential any information regarding patients, staff, Information 
Technology Systems and all corporate business activities, of the Trust. In particular, 
telephone conversations and electronic communications should be conducted in a 
confidential and secure manner. 

 Confidential, personal and or sensitive information must not be disclosed to unauthorised 
parties without prior authorisation from appropriate senior Trust Management. You must not 
process any personal information in contravention of the Data Protection Act 2018. 

 You are responsible for ensuring that all information is stored, used, transported and 
accessed appropriately and that security levels are maintained at all times in accordance 
with the Trust’s Information Governance policies and procedures. 

 You confirm that you are aware that you must not use Social Networking Sites, or similar 
media to discuss any aspect of your involvement with the Trust, or to give an opinion about 
patients, staff, or this organisation. e.g. Face Book, You Tube, Twitter etc. 

 

Any breaches of these requirements may be regarded as grounds for termination of any 
relationship you have with the Trust 

 
Declaration 

I understand that during the course of my involvement with Salisbury NHS Foundation Trust, I may 
come in to contact with information of a confidential nature concerning patients, staff or Trust 
business. I undertake not to disclose or discuss any such information, including that which concerns 
the Trust, its staff and current, former or prospective patients. 

I have received and read a copy of the Trust’s leaflet: ‘Information Governance Staff Handbook’. 

I agree that Salisbury NHS Foundation Trust may record for management purposes, any network 
activity including my access to clinical and non-clinical records, my use of emails and internet 
addresses of any site that I may visit. I confirm that I have read and agree with the content of the 
Trust’s Confidentiality & Data Protection Privacy Notice. 

I am aware that my use of IT, equipment, devices and the intranet is monitored at all times for the 
purpose of security, confidentiality and appropriate use. 

I am aware that any violation could lead to termination of any relationship between myself and the 
Trust and/or criminal prosecution. 

I am aware that any violation could lead to disciplinary action by the Trust and/or criminal 
prosecution. I understand that it is my responsibility to familiarise myself with the content of all Trust 
policies and procedures relevant to my role. 

Full details of the all Trust policies and guidance relating to this subject are available via the Trust’s 
Intranet, or by contacting the Information Governance department on ext. 5861, 5716 or 5921. 

Full name in block capitals: ……………………………………………………. 

Signature: ……………………………………………………. 

Date: ………………………... Email Address: ………………………………. 

Line Manager’s name: ……………………….. Department: ………………………………. 

 

FOR A PRINTER COPY CLICK HERE. 

  

http://ig/policies-procedures-and-guidance/
http://ig/policies-procedures-and-guidance/
http://www.salisbury.nhs.uk/InformationForPatients/Pages/YourInformation.aspx
http://intranet/Website/Staff/policies/index.asp
http://ig/media/1362/t-policies-sops-guidance-ig-policy-and-strategic-management-framework-2018-staff-ig-handbook-staff-ig-handbook-appendix-b.pdf
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Appendix C – Information Asset Owner, role and responsibilities 

The IAOs within Salisbury NHS Foundation Trust are the Directors or Directorate Mangers. They 
are responsible for all Information Assets to which they are assigned. They are responsible to 
ensure compliance within their directorate with the core Information Governance (IG) objective that 
all Information Assets of the organisation are identified and that the business importance of those 
assets is established and recorded.  
 
IAOs will work closely with other IAOs of the organisation to ensure there is comprehensive asset 
ownership and clear understanding of responsibilities and accountabilities. This is especially 
important where information assets are shared by multiple parts of the organisation. IAOs will 
support the organisation’s Senior Information Risk Owner (SIRO) in their overall information risk 
management function.  
 
The IAO is expected to understand the overall business goals of the organisation and how the 
information assets they own contribute to and affect these goals. The IAO will therefore document, 
understand and monitor:  

 What information assets are held, and for what purposes 

 How information is created, amended or added to over time 

 The security of information held within information assets 

 Who has access to the information and why 
 
The IAO shall undertake annual training and as necessary to ensure they remain effective in their 
role.  

Key Relationships  
Within the organisation:  

 SIRO  

 IG Lead  

 IG Officer  

 Risk Managers  

 Information Security Manager  

 Other Information Asset Owners  

 Records Manager  

 Caldicott Guardian (for assets that process patient data)  

 Information Asset Administrators (IAAs)  

 Users of the Information Assets they own  
 
May have contact with:  

 Other NHS Organisations and external business partners 

Key Responsibilities 
 Maintenance of an up-to-date and accurate Directorate System Asset Register (SAR) 

 Identification and nomination of appropriately skilled individuals to undertake the role of IAA 
for each Information Asset within their Directorate 

 Add the responsibilities of the IAA to the job description of the individual nominated 

 Take ownership of their local control, risk assessment and management processes for the 
information assets they own. This includes the identification, review and prioritisation of 
perceived risks and oversight of actions agreed to mitigate those risks. The IAO is to ensure 
that the information risks of each asset owned are assessed/reviewed at least annually 

 Provide support to the organisation’s SIRO and IG Lead to maintain their awareness of the 
risks to all Information Assets that are owned by the organisation and for the organisation’s 
overall risk reporting requirements and procedures. The IAO is to provide the SIRO with an 
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annual written report on the assurance and usage of each asset owned. This can be 
achieved via continual maintenance of and annual sign of the Directorate SAR  

 Ensure that staff and relevant others are aware of and comply with expected IG working 
practices for the effective use of Information Assets. This includes records of the information 
disclosed from an asset where this is permitted 

 Provide a focal point for the resolution and/or discussion of risk issues affecting their 
Information Assets 

 Conduct a Privacy Impact Assessment (PIA) for any new or amended project/process where 
appropriate personal data is to be processed 

 

Incident Management  
 Ensure that the organisation’s requirements for information incident identification, reporting, 

management and response apply to the Information Assets they own. This includes the 
mechanisms to identify and minimise the severity of an incident and the points at which 
assistance or escalation may be required 

 
Leadership  

 Foster an effective IG culture for staff and others who access or use their Information Assets 
to ensure individual responsibilities are understood, and that good working practices are 
adopted in accordance with the organisation’s policy 
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Appendix D – Information Asset Administrator Role and Responsibilities 

The Information Asset Administrator (IAA) will most often be operational managers who are familiar 
with information risks in their area or department e.g. Security Managers, Records Managers, Data 
Protection Officers, Internal Auditors, Department Heads, or System Administrators. 

They will be assigned risk and information management responsibilities for one or more of the 
Trusts information assets by the Information Asset Owner (IAO).  To prevent possible 
misunderstandings, IAAs are not necessarily the end-users of an information asset. 

 
Key Responsibilities 
 Implement the organisation’s policies 

 Understand and address risks to information assets, and provides assurance to the IAO 

 Ensure compliance with the organisation Information Risk & Security Policy within their area or 
department 

 Co-ordinate and contribute to risk assessments and mitigation implementation 

 Provide information and reports to the IAO to maintain relevant parts of the Directorate System 
Asset Register 

 Maintaining an accurate and up to date record of all users for the information asset for which 
they are responsible, including a record of all user access levels and the timely reporting of 
discrepancies to the IAO 

 Ensure that the organisation’s requirements for information incident identification, reporting, 
management and response are followed.  This includes the mechanisms to identify and 
minimise the severity of an incident and the points at which assistance or escalation may be 
required 

 Ensure records are appropriately destroyed or archived when an information assets is 
decommissioned 

 

Annual Tasks/Duties 
IAA’s annual tasks/duties (confirmation of completion must be reported to the IAO): 

 Audit that all users with access are authorised for such access and that levels of access are 
appropriate for the roles and responsibilities of each user 

 Maintain and test a suitable business continuity/disaster recovery plan for their information asset 

 Maintain and review suitable and Information Governance compliant, security and access 
controls for the information asset 

 Assess or review the contract or agreement under which the asset is supplied, to ensure 
Information Governance compliance and take remedial action where necessary 

 Maintain and review a map of all flows of personal data to and from the information asset, 
highlighting any high risks by adding a risk assessment to the Trust Datix system 

 Complete annual information risk management training 

 Undertake an assessment of the business importance/criticality of the asset to the Trust 
 

In addition, the annual tasks must be undertaken before a new information asset is launched within 

the Trust. 
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Useful Links 

 

Guidance for Staff, Volunteers and Contractors Handling Personal Information 

 

Confidentiality & Data Protection Privacy Notice: 
http://www.salisbury.nhs.uk/InformationForPatients/Pages/YourInformation.aspx 

 

Policies: http://ig/policies-procedures-and-guidance/  

 

Managed Learning Environment (MLE): www.mle.salisbury.nhs.uk 

 

Reporting of Injuries, Diseases and Dangerous Occurrences Regulation (RIDDOR) 

 

NHS Code of Practice: Confidentiality 

 
Useful Email Addresses: 

Information Governance Team: sft.information.governance@nhs.net   

Freedom of Information: sft.freedomofinformation@nhs.net  

 

Back to top 

  

http://intranet/website/staff/policies/dataprotectionandinformationgovernance/appendix_k11.pdf
http://www.salisbury.nhs.uk/InformationForPatients/Pages/YourInformation.aspx
http://ig/policies-procedures-and-guidance/
http://www.mle.salisbury.nhs.uk/
https://www.oshcr.org/riddor-reporting-of-injuries-diseases-and-dangerous-occurrences-regulations/
https://digital.nhs.uk/binaries/content/assets/legacy/pdf/l/o/confidentiality-nhs-cop.pdf
mailto:sft.information.governance@nhs.net
mailto:sft.freedomofinformation@nhs.net
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Contact Information 

 

 


